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Abstract
The current instant messaging (IM) has more and more functions. It not only has the text
chat, but also voice chat. VVoice chat provides users with a more rapid means of communication.
However, the voice chat of IM is not secure. Voice data is easily monitored and recorded over
network.
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In order to protect the voice chat of IM from monitor, we designed and implemented
secure voice chat of IM based on Secure Instant Messaging and Presence Protocol (SIMPP).
Firstly, we use winmm library to get digital voice data. Secondly, voice data is encrypted with a
key generated by SIMPP. This study uses open source OpenSSL cryptographic library for
security. The encrypted voice data is send to another user. When being received, the encrypted
voice data will be decrypted to original voice data with the key. After been decrypting, the
voice data will be transformed to voice by winmm library. If cracker got the voice packets from
network, he will hear noise and does not know the content of the voice talk when playing the
encrypted voice data. Thus, this study makes voice calls of IM secure.

Keywords: Instant Messaging (IM), Voice Security, Elliptic Curve, Jabber ~ ECDH -~ AES
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