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Abstract

The purpose of this study is to build an integrated security operation center (SOC)
framework including mathematical calculation that combines the whole resources among the
members. In the way of defense energy, the framework can provide the joint members an
early, adequate, and accurate warning. In the dimension of decision support, we compare the
Bayes decision, the improved Bayes decision and the Markov decision by the method of
system simulation. Then we select the optimal decision providing members the defending rule
actively and help them to make the next buckler with the lowest cost.

Finally, in our SOC framework, the effect of Markov decision on forecast an attack event
is better than the Bayes' decision and improved Bayes' decision. This framework helps the
members to maintain the optimal information strength, and diminishes the damage caused by
the attack events.
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